DOI: 10.17573/cepar.2023.2.06 1.01 Original scientific article

Trends in the Digitalisation of
Public Administrations - In Light
of EU Legislation and Domestic
Developments’

Adrian Fabian

University of Pécs, Hungary
fabian.adrian@ajk.pte.hu,
https://orcid.org/0000-0003-0103-3077

Gerg6 Kollar

Univercity of Pécs, Hungary
kollar.gergo@ajk.pte.hu,
https://orcid.org/0009-0008-4595-2941

Received: 30.9.2023
Revised: 17.10. 2023
Accepted: 18.11.2023
Published: 30. 11. 2023

ABSTRACT

Purpose: Regulating the parameters of all types of identity — including
its elements, authenticity and authenticator, verifiability, and the verifi-
cation process — requires particular attention. The most critical element
here is most likely its presence in the digital sphere. Our main goal is to
examine the proposal to amend the eIDAS? Regulation to create a frame-
work for a European digital identity.

Design/Methodology/Approach: The paper analyses the topic in terms
of Union law and the most recent strategic document of the Hungarian
governmental decisionmaker, incorporating pertinent scientific findings.
The article evaluates the current situation, highlighting foreseeable and
potential impacts of the new legislative developments.

Findings: The paper presents both the practices established by the elDAS
Regulation as a starting point and the current status of digitalisation in
Hungary (primarily in public administration).

Practical Implications: Eventually, we will attempt to identify the expect-
ed opportunities and advantages, as well as risks and drawbacks, associ-
ated with the nascent trend of digitalization of public administration in
the EU and Hungary.

1 Supported by the Hungarian Ministry of Justice to improve the quality of legal education.

2 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014
on electronic identification and trust services for electronic transactions in the internal mar-
ket and repealing Directive 1999/93/EC (henceforth: eIDAS)
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Originality/Value: Upon establishing a groundwork in this domain, the
nature of the amendment and the domestic response (National Digital
Citizenship Programme) will be reviewed to assess efforts at both the
European and Hungarian levels.

Keywords: data protection, digital identity, e/DAS 2.0, e-government

JEL: K24

1 Introduction

Digital identity refers to the mapping of the unique characteristics of natural
persons in the digital world and making them identifiable on this basis. Such
an identity is created by digitally storing information about a person and then
integrating it into an identification scheme to perform its actual functions (De
Hert, 2008, pp. 71).

The particular importance of this area is illustrated by its embeddedness in
the application domains of various entitlements that are largely insepara-
ble from modern human existence. Personal data are naturally essential for
the creation of identity and its subsequent re-identification, moreover their
protection and their processing in accordance with (or at least not in conflict
with) the will of the individual are declared as a fundamental human right by
the highest-level European Union and national legislations.

In this context, it should be highlighted that with the expansion of the tech-
nological toolbox, in some cases even so-called biometric data belonging to
a special category of data may be processed, thus exposing the real persons
behind the digital identity to greater risk. In addition to the protection of per-
sonal data —a need for protection that would not have been possible without
the processing of personal data —it is necessary to point out the ability of eve-
ry person to define themselves from birth, a definition that undoubtedly in-
cludes the identity of the individual (unique identity [Sullivan, 2016, pp 478.]).

Although the right to identity has not been established as a fundamental
right on its own, it can certainly be grasped as a conglomeration of various
otherrights. For example, Article 8 of the New York Convention on the Rights
of the Child is a constituent element of this, which guarantees every child the
right to maintain their own identity?.

The right to informational self-determination stipulated by Article VI of the
Fundamental Law of Hungary is also necessary to be mentioned here, which
gives individuals control over personal data. Personal rights under Title XI of
the Civil Code are to be noted, too, since the Civil Code explicitly states that
everyone has the right to freely assert their personality.

3 Itis perhaps not too far-fetched to assume that this right also applies to adults
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2 Starting point: EIDAS and the situation in Hungary

2.1 The elDAS regulation

The elDAS Regulation can be identified as a directly applicable and directly
enforceable piece of legislation that is automatically incorporated into the
domestic law of all Member States. The EU legislator has used a powerful in-
strument which, in general terms, suggests a high degree of relevance in this
area in terms of European economic relations or the protection of European
values (Determann, 2021).

One of the objectives of the legislation is to establish a secure framework for
electronic interactions (primarily between the state’s authorities and citizens
of the Union) and to increase trust in electronic transactions (eIDAS (2) recital)
(while improving the efficiency of electronic commerce)* which was sought
to be achieved by regulating electronic identification and introducing trust
services (“More secure transactions on the Internet,” 2016).

For these purposes, the Regulation firstly lays down the conditions under
which Member States acknowledge electronic identification means of natural
and legal persons under the notified electronic identification schemes of other
Member States, and secondly, it introduces the rules on trust services for elec-
tronic transactions. Thirdly, it establishes a legal framework for electronic sig-
natures, electronic seals, electronic time stamps, electronic documents, elec-
tronic delivery services and website authentication services (eIDAS Article 1).

An important achievement of elDAS is that it was the first to establish a cross-
border electronic identification framework (eID). In terms of its operational
mechanism, it did not seek to harmonise national frameworks, but rather the
possibility of mutual recognition and acceptance between Member States by
establishing a notification procedure. (Schwalm, 2023)

After the report of the Member States, which are voluntarily participating in
the procedure, their eID schemes are examined in detail by a group of experts
to ensure that they comply with the requirements of the Regulation®. As a
result of the assessment, the elD framework will be classified into a security
level, which can be low, medium, or high security. The importance of this is
that mutual recognition is only binding for other participating Member States
if the system is classified as great or high security®. The Regulation replaced
the previous Directive 999/93/EC” when it came in force in 2014, but most of
its provisions were not made mandatory until 2016.

4 Electronic signature, electronic stamp, electronic time stamp, electronic registered delivery
services and website authentication

5 With regard to the implementing acts of the European Commission (EU) 2015/1501, EU)
2015/1502 and (EU) 2015/1984

6 Commission Staff Working Document Impact Assessment Report Accompanying the docu-
ment Proposal for a Regulation of the European Parliament and of the Council amending Reg-
ulation (EU) n° 910/2014 as regards establishing a framework for a European Digital Identity
(hereinafter: Impact Assessment Report)

7 Directive on a Community framework for electronic signatures
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Before we look at the positive and negative aspects of the regulation, let us
not forget that the COVID-19 pandemic has forced both private and public
sector actors worldwide to accelerate digitalisation (research suggests that
this could mean a global “time leap” of up to 7 years (McKinsey & Company,
2020) . This has led to user demand for a smooth and complete online ad-
ministration and rapid response from decision makers. (Strategy on Shaping
Europe’s Digital Future, 2020). For these, a higher-level institutional system
for digital identity is clearly indispensable.

Based on the Commission’s impact assessment? which was conducted in con-
nection with the Regulation’s self-established effectiveness review (Impact
Assessment Report pp4./figure 1.), the following conclusions can be drawn
about the performance of elDAS.

Table 1. Evaluating of achievements in the fiel of electronic identification
Evaluating achievements in the Field of electronic identification

Only a limited number of elDs have been registered, which limits the
coverage of the reported elD scheme to around 59% of the EU population.

The acceptance of registered elDs is limited, both at the Member State and
service provider level.

At the EU level, interoperability of several elD systems has been achieved.

The lack of monitoring and reporting obligations limits access to reliable
data on active contacts and the use of registered elDs.

The actual cross-border use of elDs is very limited, but the increasing
number of transactions in some Member States confirms the positive trend
in the usage of registered elD schemes since September 2018.

Citizen's lack of awareness of eIDAS and private service providers’ low usage
of registered elDs are typical

The take-up of elIDAS-based elDs in the private sector has been insufficient.

To allow access to online public services, the current scope of elD schemes
registered by Member States is too limited and inadequate.

The vast majority of demand for elD and remote authentication will remain
in the private sector.

The limitations of the elDAS minimum data package (data content of
identity) are a serious shortcoming of many EU sectoral legislations for the
implementation of elDAS solutions.

8 Article 49 of eIDAS requires the Commission to review the application of the Regulation by 1
July 2020 at the latest and to report to the European Parliament and the Council
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The requirements initially defined to pass the elDAS Regulation are still
relevant; the repeal of the Regulation would lead to fragmentation and
negative consequences in other legislative areas relying on elDAS.

Evaluating progress in trust services

elDAS has successfully created legal certainty on liability, burden of proof,
legal effect, and the international aspects of trust services, but some issues
remain.

The availability and utilisation of trust services in the EU have increased
since the introduction of the elDAS Regulation, but there are differences
between the Member States and the various trust services.

elDAS has established a strong framework that can be expanded to
include the necessary standards and requirements to reduce the current
fragmentation of the market, and the different interpretations of
supervisory and conformity assessment bodies.

Cooperation between supervisory bodies has been formally achieved to
enhance the implementation of elDAS.

New trust services for e-archiving have been established to support the
requirements for the digitalisation of paper documents and to support
portable identity cards.

In some areas, different approaches at the national level have an impact on
trust and equal conditions for competition.

The Regulation provided a common legal framework for the application of
trust services, reducing market fragmentation and encouraging the growth
of trust services.

Source: Authors' determination

The above shows that the eIDAS Regulation has made significant progress
in many aspects of the digitalisation of the common market, and in many as-
pects, it is the first of its kind in the world. However, even with the right inten-
tion and target setting, it is clear that the regulatory system of the Regulation
does not provide the legal and technical conditions necessary for accelerated
progress and therefore changes are needed. The most pressing areas (so-
called “pain points”) are, according to Viky Manaila®, the following (Ubisecure-
podcast, 2022):

— inflexible and exclusively public sector-focused central identification,
— lack of smooth user experience (e.g. no single sign-in),

— lack of control over personal data,
lack of regulation on the scope and access of data,

9 Director of Trust Services, Intesi Group
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— different levels of / unequal rules for trust service providers across the EU.

2.2 The domestic interfaces

There are many requirements —software, hardware, but also social — that can
be listed as the background infrastructure for a digital identity to work. There
are currently a range of options for accessing basic services online, but their
universality and process integration are still lacking. (Schwalm and Alamillo-
Domingo, 2022)

Despite this, the Hungarian legislator — in accordance with the elDAS Reg-
ulation - studied the area in detail’, which resulted in the development of
Act CCXXIl of 2015 on the General Rules of Electronic Administration and
Trust Services (Elsztv.) and its implementing regulation, Government Decree
451/2016 (XII. 19.) on the detailed rules of electronic administration. One of
the main aims of the Act is to provide a framework with a general horizontal
approach for bodies and persons subject to e-government to establish this
type of business systems and to enable electronic communication (Baranyi,
Homoki and Kovacs, 2018).

In Hungary, several major advances have taken place across the board on these
conditions. These include the regulated eGovernment Services (SZEUSZ) and
the Central eGovernment Services (KEUSZ) introduced by the Eiisztv., which
support public administrative bodies in the digital switchover, and the Cen-
tral Identification Agent (KAU) and the Client Gateway (UK), which provide
electronic identification of the public, thus fulfilling the basic requirement for
eGovernment (Magyarorszag Mesterséges Intelligencia Stratégidja, 2020).

Closely linked to the KAU and UK services is the Central Document Authen-
tication Agent (KDU), which can provide (by the client or by the agent of the
e-administration body) an electronic document with one of the authentica-
tion options available in its system, therefore creating a “one-stop-shop” for
users."

In addition to the above, the Personalised Administrative Platform (SZUF) has
been created to promote unified administration, allowing customers to man-
age their cases with different authorities, courts, other bodies and service
providersin a single platform, with a common logic and with a common set of
tools. (1. (40) of the Elsztv.)

Currently, there is also a central electronic mail service, but it is not integrated
andis available on two separate interfaces. On one side, the user can send let-
ters on the ePapersite (General Electronic Application Form Service), whereas
the user can manage replies on tarhely.gov.hu.

The communication is connected to the Centralised Delivery Agent (KKU)
service, which provides an integrated platform for the channelling and de-

10 In the framework of the Digital National Development Programme adopted by Government
Decision 1162/2014 (lll. 25.)

11 Probably one of the best known representatives of the system, its so-called minimum service
is the authentication of documents based on identification, also known as AVDH
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livering of paper-based and electronic mail on a single platform (this can be
complemented by the Centralised Receiving Agent (KEU), which allows the
automated electronic delivery of mail to the bodies that are obliged to use
electronic administration).

Digital document and storage services are already available today but in a
somewhat fragmented way. An option for the user is the previously men-
tioned tarhely.gov.hu, which provides a generic, highly limited storing solu-
tion. The other operating system is the Electronic Health Service Space (EE-
SZT), which is much more manageable, but only has a limited functional use
for health-related procedures.

Electronic payment services can be seen as another area of online administra-
tion. There are several fractioned systems (e.g. the NAV payment system),
but one system worth highlighting is the Electronic Payment and Settlement
System (EFER), which offers the possibility to pay by credit card on the Inter-
net and has significant potential in this area (if further developed) (Nemzeti
Digitalis Allampolgarsdg Program, 2022).

An old feature of digitalisation is still present in everyday life, the General
Formfiller (ANYK) framework, which supports users in the filling of forms.
Lastly, the so-called Association Register (OR) should be mentioned, which
facilitates the communication and exchange of information between public
registers without any link between them, and it is a particularly sensitive area
from a data protection point of view. Finally, it should be noted that, almost
without exception, the National Infocommunication Service Provider Ltd.
(NISZ Zrt.) is the service provider for all the systems listed.™

All these systems form the pillars of today's electronic public administration,
but the KAU and UK, as digital identity verification services, deserve special
mention in this context.

The Central Identification Agent is an identity verification service provided by
the Government on a mandatory basis, as defined in the Elsztv. Its purpose is
to ensure the identification of users — natural person customers and natural
person employees of public sector bodies — to the different specialised sys-
tems, but the service is not provided by the agent itself, just managed.

The basic service provided by the KAU consists of providing an authorised
specialised system with the identification of a natural person and the result-
ing identification data (mandatory and optional). The enhanced KAU service
(KAU+) is more than this, as it provides the authorised specialised system with
the identification of a natural person and, in addition, other data, attributes
and information on the representative powers of that natural person (KAU
ASZF v3.3).

The UK is also an electronic identification service provided by the Govern-
ment, as defined in the Elsztv. Its task is to identify the natural person to the
online service (specialised system) that requests the identification. In terms of

12 mo.hu, (2023). Information material on e-administration. Online: www.mo.hu
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its operation, the user is connected to a database (Client Registration Regis-
ter, KUNY), which is the result of a registration process involving the identifi-
cation of the person, where they can then log in by entering a username and
password (meaning re-verifying their identity). The verification of identity is
then sent to the specialised system via the KAU system (UK ASZF v2.6).

3 The amendment

The overall revision of eIDAS is currently at the proposal stage, but discus-
sions between the Commission, Council and Parliament on the proposal are
progressing positively, with the final version expected to be adopted in the
third quarter of 2023 (Ubisecure-podcast, 2022).

The proposed legislation is aimed at moving from national to EU level, there-
by —in a cross-border manner — ensuring

— access to highly secure and reliable electronic identity solutions,

— trusted and secure digital identity solutions on which both public and priva-
te services can rely,

— empowerment of natural and legal persons to use digital identity soluti-
ons,

— linking these solutions to different attributes and allowing targeted sha-
ring of identity data limited to the needs of the service used,

- the acceptance of qualified trust services on an equal basis in the EU."

The objectives described above are in line with the Commission Communica-
tion of 9 March 2021 entitled “Digital Agenda to 2030: A European way to
achieve the Digital Decade”, which set the goal of an EU framework leading to
widespread adoption of a trusted, user-controlled identity by 2030, allowing
all users to control their online interactions and presence (this is proposed to
mean 80% accessibility for EU citizens by 2030 in terms of users (Wiegl et al.,
2022). (The reasoning for these changes is given in the Commission’s 2020
Impact Assessment cited above.)

The scope of elDAS 2.0 is quite broad: it would cover both natural and legal
persons, typically online services, but it would also offer solutions for offline
situations. It also seeks to tackle a major shortcoming of the previous version,
as the area of application extends beyond public administrations to private
sector representatives (eIDAS 2.0 Article 1(a)).

With this extensive applicability, the legislator is explicitly aiming at creating
a comprehensive digital identity ecosystem, which would result in a fully har-
monised EU system (elDAS 2.0 (2) Recital). An important milestone for a har-
monised applicationis to tackle the issue of technological interoperability. On
one hand, this will involve the creation of a common technological toolbox,

13 Commission proposal COM(2021) 281 final Proposal for a Regulation of the European Parlia-
ment and of the Council amending Regulation (EU) No 910/2014 of the European Parliament
and of the Council as regards the establishment of a European framework for digital identities
(hereinafter referred to as elDAS 2.0), Explanatory Memorandum, point 1.
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which will allow all Member States’ systems to be used uniformly (Council
makes headway, 2022) and will guarantee a mutually decided and maintained
level of security.™

A key element of the proposal is a specific case of digital identification, the
rethinking of electronic signatures and the rules applicable to them. In this re-
gard, a crucial target is to ensure that all EU citizens can sign electronically (as a
quasi-fundamental right). A further important requirement is that how the sig-
nature is given (the method used) should be independent of the nature of the
device. The Regulation essentially requires technology neutrality (Schwalm
and Alamillo-Domingo, 2021, pp. 104.), but it also requires that —in response
to technological trends — the possibility to sign on all devices, especially mobile
devices, should be ensured (Digital Identity for all Europeans, 2020).

One of the main driving forces behind the proposal is to favour user-friendly
solutions, thereby explicitly introducing the principle of ‘one-stop-shopping’,
primarily in the operation of European public administrations (Ubisecure-pod-
cast, 2022). Perhaps the most directly linked to this aim is one of the major in-
novations of the proposal, the creation of a digital data wallet (Digital Wallet).

This is where the European idea of a digital identity would be concentrated
and implemented through its functions, as envisioned by elDAS 2.0, that is
a centralised identification and data storage system (authenticated personal
data and attributes™) and related services. It is important to emphasise that
the use of the Digital Wallet will be free to all EU citizens (elDAS 2.0 Article
6a(6)) but will not be mandatory (eIDAS 2.0 (5) Recital)

— The Digital Wallet would work in a partially identical way to the real one, so
it would be able to store digital versions of all the documents of a person,
which would allow digital identity verification (“e-ID").

— The wallet would also include a digital mailbox, which would guarantee com-
munication in an organised, transparent, authentic, and secure way (ePost).

— The wallet would also include an electronic document archive, where docu-
ments from administrative procedures and mail exchanges would be sto-
red (eDocument Management).

— In addition to the above, the wallet would be accompanied by an e-signa-
ture service that could be used to authenticate documents throughout the
EU. This would be paired with a time stamp and an e-stamp, the former to
ensure authenticity and the latter to provide legal proof of representative
status (eSignature).

— Finally, an electronic payment platform would fully complete the integra-
tion of the service package, but this would only cover public payment tran-
sactions at the moment (ePayment) (elDAS 2.0 Article 1.)

14 It should be noted that the cyber defence training of the system is carried out by the Europe-
an Cyber Security Agency (ENISA) and the certification mechanisms are carried out in accor-
dance with Regulation (EU) No 2019/881

15 According to elDAS 2.0 Article 3(42), an attribute is a characteristic, attribute or attribute of a
natural or legal person or entity in electronic form
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According to the proposals, the Digital Wallet would cover all aspects of life.
It could also be used for administrative purposes such as accessing public ser-
vices, opening a bank account or filing a tax report. But it would also cover
everyday, routine activities such as storing medical prescriptions, presenting
a digital driving licence, checking in at a hotel or even just confirming age
(Digital Identity for all Europeans, 2020).

The Wallet — as currently understood —would be so universal in character that
it would be linked to (or even replace the use of) any other profile used on any
other online login platform, from a public portal to a social media platform or
even an online shop (eIDAS (21) Recital).

Given the above, itis reasonable to assume that the Wallet —and the data con-
tent it carries — would gather the online presence of EU citizenship, in other
words, the digital identity that has been scattered and found separately in dif-
ferent service providers, into a single entity. In this context, the proposal has a
clear objective of ensuring a more complete informational self-determination
for all users, while also attempting to make the digital wallet fully compatible
with both data protection and data security.

Protecting the de facto ‘centralised’ digital identities — and the personal data
stored in them —that the Wallet will wish to create is proving to be a major chal-
lenge. To achieve this the proposal and its accompanying documents set out
several safeguards that are aimed at reducing the risks involved. First and fore-
most, one possible —and perhaps the most important technically speaking —so-
lution to the current inflexibility of the Regulation, the Zero Knowledge Proof
(ZKP) (Impact Assessment Report pp. 30) procedure, needs to be mentioned.

This would provide the authentication requester with the necessary informa-
tion without providing the exact data content. In practice, this would mean
that if an online platform asks for verification of the user’s age (e.g. whether
they are over 16 years old), the system would confirm this without providing
the exact age or date of birth.

It is a major aspect that the new version of the Regulation — as drafted in the
proposal — will not require linking public and other records, and will explicitly
prohibit the combination of data, in order to respect data management prin-
ciples (elDAS 2.0 Article 6a(7)).

This expectation meets a need that emerged in the early days of data protec-
tion law, namely the separation of public databases. This is still clearly neces-
sary today, as the problem of information overreach (Szabd, 2012) remains,
and the new involvement of large technology companies has only complicat-
ed the situation further in the 2010s. In order to overcome this, under the
proposed system public databases will remain intact and will continue to op-
erate in accordance with the previous procedures. Under the proposal, these
will serve as the “background data” that will allow the above-mentioned ZKP
identification to be carried out.
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According to Romana Jerkovi¢™, the entire system should be built on prin-
ciples such as “cybersecurity by design” and “privacy by design” (EPRS Policy
Podcast, 2023). These are essential elements in today’s data protection envi-
ronment, as the GDPR explicitly declares an obligation for data controllers to
take and implement appropriate organisational and technical measures (Arti-
cles 24-25 GDPR) and to maintain a corresponding data management system.

4 Changes: effects and consequences

4.1 The opportunities and benefits

Based on an examination of the proposal and other documents, it appears
that there are a number of positive benefits to be expected from achieving
the stated and specific aims. However, in addition to these, there are certain
benefits that are less obvious in the current communications, which may be
direct or even indirect and can provide significant benefits to EU actors, re-
gardless of their legal status.

Having listed the obvious benefitsin advance, thereis no doubt that if the plans
are successfully carried out, a properly flowing and much more user-friendly
system will be developed compared to the former. This can be deduced from
its centralised nature and the well-communicated ‘one-stop-shop’ principle.
The public and private services available through a central identification plat-
form are expected to eliminate the necessity of endless profile and password
management, thus making private and professional life easier and more effi-
cient. Simplification of this process —if successful — could make online services
more accessible and available to groups in society who have previously been
hindered by complex, fragmented and sometimes inaccessible systems.

Re-regulating electronic signatures and making them available for free can
have a significant beneficial impact on e-commerce, helping consumers and
businesses to do business easier in the digital space. A less obvious but tech-
nology-neutral e-signature capability, which is widely available and based on
the same set of rules, could — if implemented - significantly reduce the opera-
tional costs and environmental impact of public services and businesses. For
example, very long contracts, service specifications, customer and employee
information leaflets could be sent and signed in a fully electronic format with-
out the need for printing in the future. This is well complimented by a quali-
fied archiving service (eDocument Management) that can provide reliable and
credible long-term storage, which will assist organisations and individuals in
fulfilling their document conservation responsibilities.

Perhaps one of the most positive effects of the eIDAS 2.0 Regulation will be
on data management practices and the implementation of informational self-
determination. Primarily, the role of Digital Wallets can be significant in main-
taining — and in many cases regaining — control over data. At present, service

16 Member of the European Parliament, Rapporteur for the Committee on Industry, Research
and Energy
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providers (predominantly in the private sector, but not entirely excluding the
public sector) expect users to provide — and where appropriate, continue to
provide — self-defined data content on various login interfaces and platforms.

To address this, a system of “notice and consent” given in the spirit of user
awareness in relation to the previous regulations does not seem sustain-
able, for the simple reason that it is no longer expected that a person reads
through hundreds of pages of informative material on a daily basis, investi-
gate the scope of the data actually processed, make an informed decision
on the processing of the data — with the necessary expertise, of course —and
communicate this decision to the service provider through a variety of forms
and channels (Solove, 2013). A centralised digital identity, if it can success-
fully put control back in the hands of the individual concerned, could effec-
tively contribute to the restitution — at least in part — of the previous system.
If nothing else, it will certainly promote transparency of data-based business
practices and accountability of data controllers.

Taking data management further, making centralidentification available to all
actors across borders and on equal terms would simplify the exercise of data
subjects’ rights and at the same time make data controllers’ operations more
secure. Currently, effective verification of identity and credible declarations
both pose serious problems in practice within and outside organisations. The
new Regulation would strongly support the identification and statements of
individuals in the exercise of their rights. For example, exercising the right
to access (a person’s request for a copy of their personal data) can be done
simply and risk-free, as the controller can verify the existence of the right to
access without excessive data requests.

If the ePost service can be applied in this area, there will also be significant im-
provement in the secure transmission of data. Finally, there is a rather distant,
but still serious consequence of the introduction of elDAS 2.0. The reorganisa-
tion of the different profiles should not only enhance the user experience but
also reduce the quasi-monopoly position of service providers — particularly large
technology companies. At present, giant companies” such as Meta, Google, Mi-
crosoft, Amazon, ByteDance and Apple have the autonomy to define the scope
of the data they collect and the way it is used on their own platforms.

The data subjects have minimal influence on this process, not only because of
the platform’s own data management practices but also because of its posi-
tion in the market. The profiles created on the platforms of the companies
listed above can be accepted as a registration method for a number of ‘small-
er' providers (Impact Assessment Report pp. 8), but this gives the possibility
to broaden the profile and link the records of the activities carried out on
different platforms. This so-called digital footprint is currently difficult to re-
strain and practically impossible to eliminate (regardless of the right to eras-
ure (Article 17 GDPR) that the GDPR would otherwise allow). However, the
EU’s efforts to address this situation are evident, with more and more recent
legislation in the digital legislative wave of recent years — such as the GDPR,

17 In the terminology of the Digital Markets Act (DMA): Gatekeepers
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DSA™ DMA™, Ml Regulation?®®, e-privacy Regulation?’ - clearly aiming at clari-
fying the situation of these service providers and securing data management
practices. eIDAS 2.0 fits well within this line and is likely to prove effective in
this regard.

4.2 The risks and disadvantages

For allits advantages, there are considerable risks to be identified and serious
drawbacks in the event of failure or possible dysfunctionality of a provision of
the regulation.

In many cases, previous advantages can easily turn into disadvantages if not
properly applied. For example, the ‘one-stop shop’ system of the central Digi-
tal Wallet can lead to abuse in more serious cases and inconvenience in less
serious ones. A system failure could lead to the loss of access not only to one
platform but to all of them. Thinking this through, as Rob Rooken? has noted,
the system could also have the potential to influence or even prevent access
to certain platforms or services (even if access is currently voluntary). With
increased user vulnerability, it is possible that even with the best legislative
intentions, the system will not be able to ensure transparency and could even
lead to further abuse by creating the appearance of security.

From a technical point of view, difficulties are expected from several sides.
One obvious problem may arise if the implementation is simply not right (even
if it is due to a lack of interoperability). This may be due to slowness, difficulty
of use or other features of the system, but ultimately the important thing is
that users are used to a mature and already existing user-friendly infrastruc-
ture on social media platforms. In the event of a significant drop in quality (due
to the voluntary nature of the use), it is possible that the space will remain
under-utilised. More important and possibly more damaging than the former
may be the implementation of an inadequate data and information security
environment. From the previous examples, it is clear that the scope of use and
the data content involved can be highly sensitive areas, so the data protection
law’s risk-based approach raises serious expectations. In this context, particu-
lar attention should be paid to the secure storing and transmission of data,
as accidental/unlawful access (i.e. in the event of a data breach [Articles 32,
33 GDPR]) could lead to the endangering of entire digital identities. The issue
of access to databases should also be mentioned here because although the

18 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October
2022 on a Single Market For Digital Services and amending Directive 2000/31/EC (Digital Ser-
vices Act)

19 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 Septem-
ber 2022 on contestable and fair markets in the digital sector and amending Directives (EU)
2019/1937 and (EU) 2020/1828 (Digital Markets Act)

20 Proposal for a regulation of the european parliament and of the council laying down har-
monised rules on artificial intelligence (artificial intelligence act) and amending certain union
legislative acts

21 Proposal for a regulation of the european parliament and of the council concerning the res-
pect for private life and the protection of personal data in electronic communications and
repealing directive 2002/58/ec (regulation on privacy and electronic communications)

22 Member of the European Parliament (ECR)
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proposal indicates that these databases can only be linked to the necessary
extent, the legislator has raised an interpretative question which will certainly
be answered differently in different Member States of the EU.

The provisions of the Regulation may prove ineffective. This may be due to
user distrust or even widespread market resistance. In this case, most of the
benefits will not be manifested, no reduction in the environmental impact
and costs can be expected, and the Regulation will not contribute to a more
efficient eGovernment and to reforming the position of large platforms.

Figure 1. Summary of possible impacts and consequences
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5 National digital citizenship programme: digital
citizenship - digital administration

5.1  From electronic to digital administration

The electronic handling of public administrations is just one of the “branching
out” of the effects of technological developments on public administration.
The need for change and change itself is evident, both from the state and

from citizens and businesses. (Veale and Brass, 2019)

“In the past, customer needs were based on face-to-face interaction and
paper-based administration, but with technological advances, mobile pen-
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etration and digital literacy have increased to such an extent that the need
for a change of approach in this area has become clear. Customers now also
expect public administrations to provide them with the autonomy to choose
the path, solution or even the means to interact with the administration and
address their problems.” (Molnér, Sasvari and Tarpai, 2020).

In 2020 and 2021, changes to administrative legislation due to the pandemic,
as well as individual management decisions have both pushed e-government
to the forefront of administrative procedures, resulting in a significant drop
in face-to-face contact with customers.??

The essence of electronic administration is contained in 8. (1) of the Elsztv.:
the electronic handling of (procedural) acts. “ Unless provided otherwise by
an Act or a government decree adopted by acting within original legislative
power, a client may carry out administrative acts and make statements by
electronic means before an electronic administration organ in the course ad-
ministering his matters.”

By electronic procedure, we mean an administrative procedure that is carried
out in absentia, using all the elements of modern infocommunication means.
However, the relevant legislation does not include this type of procedure in
this sense but uses a different approach instead of this complex aspect. This
is the concept of electronic administration®*. Hence, the two concepts do not
have the same meaning.

Finally, | must emphasise the complexity of electronic administration, which
also poses considerable risks for the customer. Here, the complexity is not
only technological but also legal.#

The first steps taken in Hungary from electronic to digital public administra-
tion are less legal and more of a “decisional” nature: “A new era in govern-
ment IT has begun with the establishment of the Digital Hungary Agency
(DMU). The DMU will be in charge of state duties related to e-government, IT,
the unification of e-government and IT developments, electronic communica-
tions for government purposes, and ensuring the infrastructural feasibility of
public administration IT (DMU Introduction, 2022).

In December 2022, the DMU issued the National Digital Citizenship Pro-
gramme (hereinafter: the Program) (Program, 2022), which essentially sets
out the technology-based development of the Hungarian public administra-
tion until the end of the first “strategic period” in 2026.

The Programme is a fundamental document, it contains provisions on the ex-
ploitation of the national data assets and the use of cloud technology, but its

23 Horvéth, T. Presentation on Issues that can be dealt with at the Government Office during a
pandemic; Vas, R., Presentation on building authority procedures during the pandemic Ad-
ministrative Procedural Law Online Professional Conference on Authority procedures in the
pandemic period, (2021).

24 About the background: Fabian, A., (2006). Gondolatok a Ket. elektronikus Ggyintézésre vonat-
kozé szabalyairdl. Infokommunikacié és Jog. 2006/1.

25 Presentations of Horvath and Vas (see footnote 61.)
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most important point is the introduction of digital citizenship (“J6n a digitalis
magyar allampolgarsag”, 2022).

Achieving “digital citizenship” requires the development of a “coherent online
system providing an excellent user experience, radically simplifying commu-
nication between citizens and different government departments (e.g. ad-
ministration, information) and contributing equally to citizen satisfaction and
to the optimisation of public administration” (The Programme covers several
topics, but the most relevant is the Concept of Digital Citizenship.)

The Programme is explicitly designed to achieve the objectives of the digital
identity initiative launched by the European Union, focusing on the creation
of basic services and customer-friendly channels on a single platform, and on
redefining the digital relationship between the state and citizens. In today’s
modern and digital environment, it is essential for citizens to be able to com-
municate and manage all their interactions with the State and its institutions
in a convenient, simple and immediate way. For this purpose, aligned with the
elDAS 2.0 requirements, the Programme will place particular emphasis on the
promotion and full availability For this purpose, aligned with the elDAS 2.0 re-
quirements, the Programme will place particular emphasis on the promotion
and full availability of e-ID, ePost, eDocument Management and ePayment
services for Hungarian users (Program, 2022 pp. 5-6.).

The term digital administration appears a total of 10 times in the 84-page doc-
ument.?® Although the Programme does not expressly define the concept of
digital administration and its distinction from electronic administration, the
main elements of its meaning can still be deduced relatively precisely.

The Programme approaches digital administration explicitly as a technologi-
cal and not a legal advance. It does not even qualify digital administration as
an objective of administrative reform, but it also considers the creation of the
necessary legal conditions.

In the context of the Programme, digital administration?” is primarily

a) a mobile phone application,
b) that would provide a “user experience”,

) and it is widely accessible for a large number of cases involving a high num-
ber of customers,®

d) essentially simple electronic means of administration leading to changes in
the basic public registers: typically document administration, motor vehi-
cle administration, registrations of civil status, educational administrative
matters, pension administration and entries in the land register (Program,
2022, pp. 21).

26 See pps. 9, 13, 21, 23, 26, 27, 67 és 75.
27 The Program also uses the concept of ,mobile administration”: p23.

28 ,The transformation, starting in 2023, will be continuous, prioritising issues affecting a wider
range of citizens (e.g.: renewal of ID cards, driving licences, car purchase, property purchase).”

pp. 13.
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One can agree with the statement that digital platforms in public adminis-
tration and their use in the enforcement of public law is one of the future
essences and realisations of the service principle and that the same principle
can unfold when the state creates and operates digital platforms, (Giest and
Samuels, 2023) but also when the customer chooses from the digital inter-
faces which one is most convenient for them and uses it in the course of their
administration (Poysti, 2018). It is clear that the digital platform favoured by
customers today is mobile technology.

5.2 Digital administration and existing legislation

The term “digital administration” does not exist in our current legislation. Act
CL of 2016 on the General Administrative Procedure (hereinafter: the General
Administrative Procedure Act) refers in several provisions to procedural legal
facilities based on electronic, infocommunication technologies, their applica-
bility and suitability, thereby essentially giving free passage even to “digital
administration” as defined in the Programme.

The starting point is one of the fundamental principles of the General Admin-
istrative Procedure Act: the principle of efficiency. According to this principle:
“In the interest of efficiency, the authority shall organise its activity in such a
manner as to result in the least possible expense for all participants in the pro-
cedure and, without prejudice to the requirements of clarifying the facts of the
case, for the procedure to be closed as expeditiously as possible with the ap-
plication of advanced technologies.” [General Administrative Procedure Act 4.]

On the basis of this provision, it can be argued that the “use of advanced
technologies” will speed up the “conclusion” of the proceedings, in other
words, ultimately the decision on the merits.?? In fact, advanced technology
can mean anything, but primarily the use of information and communication
technologies: “the public authority must give priority to the use of advanced
technologies in its proceedings and, of course, must organise its own work as
efficiently as possible, with emphasis on the use of electronic administration.”
[Explanatory Memorandum of General Administrative Procedure Act 2-6.].

Efficiency in the administrative procedure (Kilényi, 1970) can therefore be
understood in several dimensions: in terms of the client, the authority, and
the procedure, but also in terms of the performance of administrative tasks
in general, which in a given sector can be measured in forints. For example,
in tax administration, the introduction of online cash registers, online invoic-
ing systems or the Electronic Roadside VAT Control System could significantly
increase the VAT revenues of the central budget (Varga, 2021).

The General Administrative Procedure Act regulates the “electronic procedure”,
or more precisely electronic administration, from the viewpoint of communica-

29 The reasons for changes in foreign legislation are similar, see also: Marcos, A., C., (2016). Elect-
ronic Government Innovations in the New Spanish Administrative Framework. Legislation
Revista Juridica de Castilla y Leon, 40.; Gedid, J., (2012). Administrative Procedure for the
Twenty-First Century: An Introduction to the 2010 Model State Administrative Procedure Act.
St. Mary's Law Journal, (44).
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tion. This essentially means that the electronic way of contacting is a suitable
tool to “steer” the customer’s participation and communication with the au-
thority towards an electronic platform instead of a “platform” of presence.

The relevant provision of the General Administrative Procedure Act is the
“general rules for contacts”. According to this provision, the authority may
communicate with the client and the participants in the procedure by elec-
tronic means, both in writing and orally. The written electronic communica-
tion consists of electronic means defined in the Elsztv.

A crucial point is the definition of communication. Communication essentially
means communication between a client and a public authority, which may or
may not include communication intended to have legal effect. On the other
hand, the Regulation does not speak of electronic administrative procedures,
but of electronic administration. In this respect, the concept of administra-
tion is not clear, but it is likely to include —in theory — all the elements of the
administrative procedure that are recognised and regulated by the Elisztv.

“It is a step forward that the legislator no longer strives only to make docu-
ments available electronically and to create interoperability between paper
and electronic documents, but also refers to the electronic nature of certain
aspects of the process.” (Veszprémi, 2021).

In addition, the General Administrative Procedure Act stipulates — as a guar-
antee - that unless otherwise provided by law, the form of communication
is to be chosen by the customer on the basis of information provided by the
public authority. The customer may switch from the chosen means of contact
to another means available to the public authority. In the event of a situation
threatening life or serious harm, the authority shall choose the means of con-
tact. [General Administrative Procedure Act 26.]

In addition to the traditional written form, the General Administrative Proce-
dure Act also considers the electronic form defined by Elisztv. as written form.
Where electronic means are used, Elsztv. states that a declaration may be
deemed to be in writing if the declarant is identified electronically in accord-
ance with certain rules and it is ensured that the electronic document served
is the same as the document approved by the declarant [Edsztv. 17. (2)]. Elec-
tronic communication that does not meet the requirements of the Elsztv. (e.g.
a simple e-mail exchange or a telephone call without identification) is consid-
ered as oral communication under the General Administrative Procedure Act.

Although the concept of digital administration is not explicitly clarified in the
Programme, it can be concluded that digital administration is not the same as
automatic administration. In a somewhat simplistic way, an automatic proce-
dure is an electronic procedure (electronic administration) in which “human
intervention”, whether the client (electronic) or administrator interaction, is
excluded ex lege.

It can also be stated that automatic decision-making may be used —subject to
other conditions — in administrative proceedings initiated by public authori-
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ties on request and ex officio. This form of administration essentially limits
or excludes the exercise of most clients’ rights, in fact, only the right to legal
remedy can be exercised.

Akey part of the extension of automatic decision making could be the issuing
of certificates and extracts from administrative records. This would not only
increase the service capacity of public administrations, meaning a positive
change for customers but could also reduce the workload of administrators
(Karpéti, 2020).

6 Conclusions

It can be concluded that the domestic (public administration) digital frame-
work has an existing, usable and actually used digital service palette. These
follow the guidelines set by eIDAS and aim to work in accordance with its
requirements.

However, it can be seen that (as with other EU trends) the system is highly
fragmented, with elements not or not sufficiently supporting each other, and
a significant disconnect between the public and private sectors. There is also
concern that the existing platforms are less customer-friendly than expected.
The current digitalisation coverage of the Hungarian public administration
is only 16% of the general administration out of all online transactions (Pro-
gram, 2022).

The concepts of EU identity, identification and digital citizenship in the EU
can easily be brought together, but this interoperability also has its prereg-
uisites. Among these, the technological requirements seem to be the easiest
to meet, while the legal preconditions are predicted to be more complex and
problematic. We only have to refer back to the advantages and disadvantag-
es detailed in the elDAS 2.0 provisions. A number of conditions are already
in place that make these objectives technically achievable, but creating the
right legal environment and promoting the fulfilment of the conditions for
this may be a major challenge. Even in the most optimal situation, the feasi-
bility of enforcing and monitoring implementation and enforcement may be
questionable, as without them legal policy objectives become unattainable
and constituted rights and obligations become void.

In order for electronic administration to be an electronic public administra-
tion procedure, it is necessary to develop a procedural/administrative model
for an administrative procedure implemented. This is currently absent.?° The
model (modelled process) of electronic public administration can be adapted
to the framework of digital public administration, which could be the basis for
a comprehensive national legislation adapting the elDAS rules. The situation
as visioned by the regulation is undoubtedly desirable, but without the neces-
sary —social and technological — conditions for its implementation in the pub-

30 For details of possible alternatives see also: Torma, A., (2008). Az (igyintézés és a kbzigazgatasi
munkafolyamatok modellezésérél. Miskolc University Press.
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lic administration system and its effective application, it is difficult to imagine
that it can meet the legislator’s expectations in real life situations.

Legislation must meet the requirements to allow the customer to participate
effectively in the electronic (digital) process (administration), replacing paper-
based customer actions by post or in person, but ensuring the customer’s
rights under national and EU law (Karpati, 2020). The regulation of this model
could lead to a general electronic procedural code that would or could re-
place the General Administrative Procedure Act in such procedures.

The third prerequisite is trust. Online platforms for both the digital society
and digital public administrations. The reliability of platforms and trust in
general is a precondition for appropriate, transparent and “clean” legislation
(Poysti, 2018). This is where the legal and non-legal requirements of digital
public administration converge.

The current Hungarian legal administrative regime is ready to meet the eIDAS
2.0 expectations, and it is apparent that a number of legal and technologi-
cal solutions have been introduced in recent years that meet the precondi-
tions for meeting the requirements, at a level that is acceptable in EU terms.
However, to move to the next phase, the national administration will need
to align its own law with this new management structure, in addition to the
legal and infrastructural requirements of the Regulation. It would be impor-
tant that the two systems do not coexist in parallel, but instead of hindering
each other, they could both support Hungarian users on their way to a higher
level of digitisation. In order to achieve this, it would appear to be a good
approach to take into consideration the administrative, European Union and
data protection law aspects discussed in this study and to implement them in
a context-appropriate manner.
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